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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

Discovery message portion needs to be studied in SA3 due to the new 5G Prose architecture.
4
Detailed proposal

*************** Change 1***************
X.Y
Key Issue #Y: Discovery message protection
X.Y.1
Key issue details

In TS 33.303[XX], different types of discovery use different protection scheme to protect the discovery message:

· In open discovery, the sensitive information is integrity protected in MIC.

· In Restricted discovery, the Prose function sends the protection method to the announce UE, the discoverer UE and the discoveree UE. 
The requirements defines in TS 33.303[xx] for Prose discovery can be reused as basis:

For Open Discovery,
“

The system shall support a method to mitigate the replay and impersonation attacks for ProSe open discovery.

”
For Restricted Discovery,

“

The possibility of tracking of UEs based on the content of their discovery messages over time should be minimized.

The possibility of replay attacks on discovery messages sent over the air interface should be minimized.

The system shall support integrity protection and confidentiality protection of Restricted Discovery ProSe Codes.

”
Whether new security requirements in 5G Prose will be known during the study of this work.
Following issues need to be addressed in this key issue:

- Who decides the protection method, the network or the UEs.

·  Which parameters can be used to decide the protection method.

·  Is there any relationship between the protection on discovery method and the protection on one-to-one communication?
X.Y.2
Security threats

If the discovery message cannot be confidential protected, integrity protected and anti-replay protected, the Prose APP Code can be seen or modified or modified or replayed by an attacker. Then the announce UE or discoveree UE may connect with a UE who is not interested in the same Prose service.

X.Y.3
Potential Security requirements
The discovery message in open discovery and restricted discovery shall support confidential protection, integrity protection and anti-replay protection.
********** End of Change **********
